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DETAILED ACTION 

1. This is a non-Final Office Action in response to the applicant's communication filed on 
December 23,2008. 

2. Claims 24-50 have been examined and are pending. 

Response to Arguments 

3. Applicant's arguments with respect to claims 24-50 have been considered but are moot in 
view of the new ground(s) of rejection. 

Claim Rejections - 35 USC §103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

5. Claims 24-29 and 41-50 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Wiley et al. (hereinafter referred to as Wiley, US. Pub. No.: 2003/0154383) in view of 
Campagna et al (hereinafter referred to as Campagna, US Pub. No.: 2003/0081775) 

As per claim 24: 

Wiley discloses a method for printing of sensitive data, comprising the steps of: 
at a workstation encrypting sensitive data to be printed (0129; encrypted file sent by 
sending computer entity); 
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transferring to a printing device having a printing unit the encrypted sensitive data to be 
printed (0129; encrypted file sent by sending computer entity; 0131); 

decrypting the sensitive data to be printed to create decrypted sensitive data (0131; the 
printer decrypts the file); 

storing the decrypted sensitive data in a non-volatile memory such that the decrypted 
sensitive data are distributed in a plurality of memory segments of the non-volatile memory 
where a relationship of the memory segments in the non-volatile memory is stored as 
relationship data independently of the stored decrypted sensitive data (0021; 0030; 0131; 0132; 
local memory for storing image data; 0140; raster pages for printing); and 

printing the decrypted sensitive data with the printing unit on a recording medium (0140; 
printing page at a time). 

Wiley does not explicitly disclose converting the decrypted sensitive data to be printed 
into control signals for activation of the printing unit; not storing the decrypted sensitive data in a 
readable decrypted form after the decrypting but before printing of the data. Campagna, in 
analogous art, however discloses converting the decrypted sensitive data to be printed into 
control signals for activation of the printing unit; not storing the decrypted sensitive data in a 
readable decrypted form after the decrypting but before printing of the data (0037; decrypt 
control signal). Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the system disclosed by Wiley to include 
converting the decrypted sensitive data to be printed into control signals for activation of the 
printing unit; not storing the decrypted sensitive data in a readable decrypted form after the 
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decrypting but before printing of the data. This modification would have been obvious because a 
person having ordinary skill in the art would have been motivated to do so to provide a method 
and system for securing the link between the accounting device and printer of a closed system 
meter that is cost efficient and easy to implement as suggested by Campagna in (0010). 

As per claim 41: 

Wiley discloses a system for printing sensitive data which have been encrypted, 
comprising: 

a printing device having a printing unit connected to a controller (0129; encrypted file 
sent by sending computer entity); 

said controller receiving said encrypted sensitive data; said controller comprising a 
decryption module, a non- volatile memory, a relationship data memory (0131; the printer 
decrypts the file), and 

storing the decrypted sensitive data in said non-volatile memory such that the decrypted 
sensitive data are distributed in a plurality of memory segments of the non-volatile memory, and 
wherein a relationship of the memory segments in the non-volatile memory is stored as 
relationship data in said relationship data memory independently of the stored decrypted 
sensitive data (0021; 0030; 0131; 0132; local memory for storing image data; 0140; raster pages 
for printing). 

Wiley does not explicitly disclose a converter which converts decrypted sensitive data 
from said decryption module into control signals for activation of said printing unit; and in said 
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controller not storing the decrypted sensitive data in a readable decrypted form after the 
decrypting, but before printing of the data. Campagna, in analogous art, however discloses a 
converter which converts decrypted sensitive data from said decryption module into control 
signals for activation of said printing unit; and in said controller not storing the decrypted 
sensitive data in a readable decrypted form after the decrypting, but before printing of the data 
(0037; decrypt control signal). Therefore, it would have been obvious to a person having 
ordinary skill in the art at the time the invention was made to modify the system disclosed by 
Wiley to include a converter which converts decrypted sensitive data from said decryption 
module into control signals for activation of said printing unit; and in said controller not storing 
the decrypted sensitive data in a readable decrypted form after the decrypting, but before printing 
of the data. This modification would have been obvious because a person having ordinary skill in 
the art would have been motivated to do so to provide a method and system for securing the link 
between the accounting device and printer of a closed system meter that is cost efficient and easy 
to implement as suggested by Campagna in (0010). 

As per claims 25 and 42: 

Wiley discloses a method, wherein said decrypted sensitive data is stored in said non- 
volatile memory as said control signals representing said decrypted sensitive data (0138). 

As per claims 26 and 43 : 

Wiley discloses a method, wherein the step of relating the memory segments using said 
relationship data and then printing the decrypted sensitive data (0132). 
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As per claims 27 and 44: 

Wiley discloses a method, wherein the relationship data is stored in a volatile memory 
(Figure 8: 803 memory). 

As per claim 45: 

Wiley discloses a system, wherein the printing unit comprises a character generator 
(0136; raster image process; 0137; 0140). 

As per claim 46: 

Wiley discloses a system, wherein the controller comprises at least one raster module as 
said converter (0136; raster image process; 0137; 0140). 

As per claim 47: 

Wiley discloses a system, wherein the controller comprises a combined decryption/raster 
module (0136; raster image process; 0137; 0140). 

As per claims 28 and 48: 

Campagna discloses a method, wherein the control signals containing decrypted sensitive 
data are stored in a volatile memory (0037). 

As per claim 29: 
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Campagna discloses a method, wherein the decryption and the conversion into control 
signals are executed in immediate temporal succession (0104-0106). 

As per claim 30: 

Campagna discloses a method, wherein the decryption and the conversion into control 
signals is executed in a controller for activation of a character generator (0104-0106). 

As per claim 49: 

Wiley discloses a system, wherein a sensor for detection of recording media with 
predetermined security features is arranged on a transport path for recording media in a region 
before the printing unit such that the printing of sensitive data can be stopped given detection of 
recording media without security features (0140-0106). 

As per claim 50: 

Wiley discloses a method for printing of sensitive data, comprising the steps of: 

transferring to a printing device having a printing unit encrypted sensitive data to be 
printed (0129; encrypted file sent by sending computer entity); 

decrypting the sensitive data to be printed to create decrypted sensitive data (0131; the 
printer decrypts the file); 

storing the decrypted sensitive data in a non-volatile memory such that the decrypted 
sensitive data are distributed in a plurality of memory segments of the non-volatile memory 
where a relationship of the memory segments in the non-volatile memory is stored as 
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relationship data independently of the stored decrypted sensitive data; and printing the decrypted 
sensitive data with the printing unit on a recording medium (0021; 0030; 0131; 0132; local 
memory for storing image data; 0140; raster pages for printing). 

Wiley does not explicitly disclose converting the decrypted sensitive data to be printed 
into control signals for activation of the printing unit. Campagna, in analogous art, however 
discloses converting the decrypted sensitive data to be printed into control signals for activation 
of the printing unit (0037; decrypt control signal). Therefore, it would have been obvious to a 
person having ordinary skill in the art at the time the invention was made to modify the system 
disclosed by Wiley to include converting the decrypted sensitive data to be printed into control 
signals for activation of the printing unit. This modification would have been obvious because a 
person having ordinary skill in the art would have been motivated to do so to provide a method 
and system for securing the link between the accounting device and printer of a closed system 
meter that is cost efficient and easy to implement as suggested by Campagna in (0010). 

6. Claims 31-40 are rejected under 35 U.S.C. 103(a) as being unpatentable over Wiley et al. 
(hereinafter referred to as Wiley, US. Pub. No.: 2003/0154383) in view of Campagna et al 
(hereinafter referred to as Campagna, US Pub. No.: 2003/0081775) and in further view of 
Snyders (US Pub. No.: 2004/0080772 Al). 



As per claim 3 1 : 
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Wiley and Campagna do not explicitly teach print data are provided comprising both said 
sensitive data and non-sensitive data. Snyders, in an analogous art, however print data are 
provided comprising both said sensitive data and non-sensitive data (0083). Therefore, it would 
have been obvious to a person in the art at the time the invention was made to modify the system 
disclosed by Wiley and Campagna to include print data are provided comprising both said 
sensitive data and non-sensitive data. This modification would have been obvious because a 
person having ordinary skill in the art, at the time the invention was made, would have been 
motivated to do to provide a system and method for securing and tracking a document 
transmitted over an open network and a printing facility connected to the customer along a 
workflow path as suggested by Snyders (0008). 

As per claim 32: 

Snyders discloses a method, the print data to be printed are transferred to the printing 
device in the form of a print data stream, the print data stream being converted into an 
intermediate language in the printing device, and the print data being converted into control 
signals (0004; 0005; 0016). 

As per claim 33: 

Snyders discloses a method, wherein the sensitive data and the non-sensitive data are 
connected into one data unit before transfer to the printing device (0083). 



As per claim 34: 
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Snyders discloses a method, wherein the sensitive data are identified in the data unit via 
markings (0083). 

As per claim 35: 

Snyders discloses a method, wherein a layout that comprises regions to receive sensitive 
data is generated using the non- sensitive data (0083). 

As per claim 36: 

Snyders discloses a method, wherein the sensitive data are already encrypted before 
combination with the non-sensitive data into said one data unit (0051; 0057; 0058). 

As per claim 37: 

Snyders discloses a method, wherein the sensitive data are encrypted after combination 
with the non-sensitive data into said one data unit (005 1 ; 0057; 0058). 

As per claim 38: 

Snyders discloses a method, wherein only the sensitive data are encrypted (0051; 0057; 

0058). 

As per claim 39: 

Snyders discloses a method, wherein both the sensitive data and the non-sensitive data 
are encrypted (0051; 0057; 0058). 
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As per claim 40: 

Snyders discloses a method, wherein the conversion of the sensitive data to be printed 
into control signals for activation of the printing unit via rastering of the data to be printed into 
one or more raster images is executed, whereby the raster images represent the control signals 
(0051; 0057; 0058). 

Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. See the notice of reference cited in form PTO-892 for additional prior art. 

Contact Information 

8. Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Techane J. Gergiso whose telephone number is (571) 272-3784 
and fax number is (571.) 273-3784. The examiner can normally be reached on 9:00am - 6:00pm. 
If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Emmanuel Moise can be reached on (571) 272-3865. The fax phone number for the organization 
where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
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applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



/Techane J. Gergiso/ 
Examiner, Art Unit 2437 



